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Abbreviation

Explanation

AI

Artificial Intelligence

AD2

Advancement degree of Difficulty

DoA

Description of action

FET

Future and Emerging technologies

GDPR

General Data Protection Regulation

IA

Intelligence Augmentation

IP

Innovation Potential

IPR

Intellectual Property Rights

OTC

Open Trend Consultation

ORBIT

The Observatory for Responsible Research and Innovation

RIL

RRI Intensity Level

RRI

Responsible research and innovation

SAT

Self assessment tool

SDG

Sustainable Development Goals

Trend

Future and Emerging technology Trend

TRL

Technology Readiness level

UN

United Nations
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Executive Summary
PREFET has endeavoured to predict and evaluate trends in Future and Emerging technologies
(FET) to provide sufficient evidence to inform and influence public & private sector strategy,
policy, funding, research ethics and governance decisions. The evaluation of the Responsible
Research and Innovation (RRI) ‘intensity’ for each trend was intended to provide a rationale for
an appropriate, sufficient level of analysis of the wider implications of technologies to help
forewarn civil society of hazards and opportunities so that they may prepare themselves
accordingly. To this end, we have proposed, applied and evaluated new quantitative methods for
RRI.
The RRI research community has traditionally been resistant to the application of quantitative
measures, preferring to appeal to researchers' creativity in undertaking RRI activities, rather than
compliance to standards. The resulting uncertainty as to how to apply RRI, and how to measure
the sufficiency of its application may have contributed to the rather limited uptake. Research
communities are already required to comply with a range of EU Directives, local legislation and
international technical standards, designed to ensure the safety of the research, and the quality
of the final product, and these compliance regimens are regarded as effective, yet when it comes
to applying such techniques to the management of research impact on the wider world, there
has, to date been reluctance to apply similar, compliance based, approaches.
However, at this point in history when humans have the ability to create, rapidly evolve and then
globally deploy novel, powerful technologies, the need for the operationalisation, quantification
and standardisation of RRI has never been greater.
We recognise that evidence needs to be gathered to establish the efficacy of these more
quantitative, compliance friendly approaches to RRI and in PREFET we have endeavoured to
create the building blocks for this ongoing evaluation.
In previous deliverables (D2.2 & D2.4) we proposed and then applied a methodology for
evaluating FET trends using a multi-step process to identify potential impact on a set of targets,
to which a significant proportion of the world’s nations has committed to, namely the Sustainable
Development Goals (SDGs). This methodology was intended to scale the intensity of RRI activities
(named RRI Intensity level, or RIL) based on the Innovation Potential score, calculated from the
assessment of the range and level of potential impact upon the SDGs, and the Technology
Readiness Level (TRL) of each trend (as a gauge of confidence in the empirical evidence for the
real world performance of a technology).
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Recognising the challenges and limitations of such a methodology, when applied to a large-scale
task of evaluating a wide range of FET trends’ we proposed to develop, apply and evaluate the
potential of tools to augment as much of this task as possible.
Tools developed and evaluated
The following tool components were developed in response to the challenges faced during the
preparation and implementation of the RRI Intensity evaluation activities supporting D2.4:
●
●
●
●

RRI Workflow tool
RRI Intensity level tool
RRI Organisational maturity tool
RRI Advisory tool

The RRI Workflow process was used during the desktop evaluation phase of the trend RRI
evaluation which can be found in section 5.2 of PREFET Deliverable 2.4.
Based upon the experience of applying the RRI Workflow for the creation of D2.4 we
subsequently built new (RRI Intensity level tool, RRI Advisory tool) or adapted existing (RRI maturity
tool) tools to operationalise the RRI Intensity level methodology for future exploitation.
In our methodology we use RRI Intensity level to indicate the level of RRI oversight deemed
appropriate, and we then equate that to the RRI Maturity level of organisations deemed to be fit
to undertake such work. To facilitate this an additional tool was found to be necessary to help
evaluate a research organisation's observed RRI Maturity level. This tool was an extension of an
existing tool used by the ORBIT project (www.orbit-rri.org) to evaluate researchers' perceptions
of their own experience of RRI. By extending this tool to allow assessment of a research
organisation's apparent RRI Maturity across a wide range of RRI related factors, we open the door
to that measure becoming an important factor in the evaluation or monitoring of projects.
Conclusions
We propose that the RRI Intensity level, as evaluated by the PREFET RRI Integrated tool be
considered by the European Commission as an additional tool for project evaluation, monitoring
and revision. The exact model for the implementation of this is beyond the scope of the PREFET
project, and we thus propose this as the topic for a follow-on research project under the H2020
SWAFS, or within Horizon Europe.
We are grateful to the European Commission for funding this activity, as we now have a much
broader base of evidence for the strengths and weaknesses of the methodology, and with this
are now able to offer a stronger case to the FET and indeed broader research communities for
the use of the now multi stage SDG mapping approach to scale RRI activities across the research
lifecycle.

PREFET (Grant Agreement number 824748)

D3.1 – FET trends and SDGs

Introduction
The PREFET Task 3.1 is defined as “Anticipating the alignment between FET trends and
Sustainable Development Goals”. This task involves taking the results of the WP2 massive
technology analysis and a newly developed expert system tool to simplify and accelerate the
process of anticipating areas of potential impact. The tool is to be based upon the ORBIT platform,
using an extension to the ORBIT RRI Self-Assessment Tool. Using this new tool, and with support
from Trendington experts we anticipate the potential impact of each candidate technology on
the United Nations seventeen SDGs. This analysis will then score each candidate technology
based upon the number of SDGs likely to be impacted, and also the potential scale of impact
upon each individual goal.
We have already detailed the RRI Intensity Level methodology in D2.2 and the findings of the RRI
evaluation of the 45 trends in D2.4, and so for this deliverable we will concentrate our efforts on
updating the RRI methodology based upon the experience gained in actually applying it to this
task, and to detail the tools created to help the analysis of RRI Maturity of organisations
proposing to undertake research projects or carrying them out.
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The case for tool development
In previous deliverables (D2.2 & D2.4) we proposed and then applied a methodology for
evaluating FET trends using a multi-step process to identify potential impact on a set of targets,
to which a significant proportion of the world’s nations has committed to, namely the SDGs. This
methodology was intended to scale the intensity of RRI activities (named RRI Intensity level, or
RIL) based on the Innovation Potential score, calculated from the assessment of the range and
level of potential impact upon the SDGs, and the TRL of each trend (as a gauge of confidence in
the empirical evidence for the real world performance of a technology).
Anticipating the challenges and limitations of such a complex, multi-step methodology, when
applied to a large-scale task of evaluating a wide range of FET trends’ we proposed to develop,
apply and evaluate the potential of tools to increase the efficiency and consistency of as much of
this task as possible.
From the experience of planning to undertake the RRI analysis of 45 FET trends across a wide
range of parameters, and considering some novel and unusual technology types, it became
apparent that there was a need for tools to streamline this process.
The following factors were considered when evaluating the case for tool development:
1.
2.
3.
4.
5.

Could it make more efficient use of project resources?
Could it increase consistency/quality of project processes?
Could it enhance the value of deliverables?
Could it have the potential to be an exploitation candidate?
Could it enable follow on research?

The evaluation of each tool against these factors can be found in the results section of this
deliverable.
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Candidate tools
During the concept definition and design of this project, and from our previous experience of
applying RRI, we anticipated that in order to enhance the efficiency and consistency of a detailed
RRI analysis of a wide range of technologies, that there would be a need for tools. The exact
nature and design of these tools was unclear at that time, as the specific RRI evaluation
methodology had yet to be defined. Once commenced, during the early stages of this project, it
became apparent that the following tools could potentially add value, and enhance the efficiency
of production of deliverables, and potentially be useful to the broader European research
community.
●
●
●
●

RRI Workflow tool
RRI Intensity level tool
RRI Maturity tool
RRI Advisory tool
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RRI Workflow process tool
The first task in operationalising the RRI Intensity level methodology was to define an RRI
Workflow. This workflow was to be a step by step process to embody each key stage in the
methodology, defining data to be captured on each trend, and how these parameters were to be
combined to establish the key output of RRI Intensity level.
Initially we developed the RRI Workflow process from the RRI Intensity level methodology
documented in D2.2. This Workflow process was intended as a manual process guide for those
undertaking the analysis of a wide range of technology related research and innovation projects
within the ICT, bio, and environmental sciences spheres.
The process was documented in the following flowchart, and a spreadsheet was created to
capture the results. This spreadsheet was used in D2.4, covering the 45 candidate trends.

For each trend, review published
literature (where possible) or work
with subject matter experts to
establish Use Case scenario (what
it does or will be used for)

Define Use Case for the FET Trend
based on Impact Measures (explain
how this technology could have an
impact on the SDG Goals, targets
and Indicators)

For each Target and Indicator
attempt to find evidence for
quantification of impact. (Can you
find some evidence from a good
source of the potential measures of
this impact)

Establish Innovation Potential for
each trend using IP table

Estimate current technology
readiness level (TRL) for each trend
based on published evidence of
stage of development

Use conversion table to determine
RRI Intensity level using RIL table

End

Document SDG Goal, target and
Indicator Impact in RRI Evaluation
table

figure 2. RRI Workflow process tool
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RRI Workflow spreadsheet
The following table shows an example of the RRI Workflow spreadsheet applied to the analysis
of an example FET trend. These spreadsheet fields were used during the creation of D2.4.
Trend title

· New schemes in Quantum Computing: Use of Machine Learning

Use case summary

Enhanced machine learning offers ability to gain insights to complex problems
in every sector

SDGs impacted

7,8,9

7.b By 2030, expand infrastructure and upgrade technology for supplying
modern and sustainable energy services for all in developing countries, in
particular least developed countries, small island developing States and
Choose 3 examples of SDG landlocked developing countries, in accordance with their respective
Indicator 1 impacted
programmes of support
8.4 Improve progressively, through 2030, global resource efficiency in
consumption and production and endeavour to decouple economic growth
from environmental degradation, in accordance with the 10‑Year Framework of
Programmes on Sustainable Consumption and Production, with developed
SDG Indicator 2 impacted countries taking the lead
9.5 Enhance scientific research, upgrade the technological capabilities of
industrial sectors in all countries, in particular developing countries, including,
by 2030, encouraging innovation and substantially increasing the number of
research and development workers per 1 million people and public and private
SDG Indicator 3 impacted research and development spending
Can the SDG impact be
quantified ? And if so on
how many SDGs ?

No

How is SDG impact
quantified ?

Not applicable

What is the technology
readiness level

TRL2

What is the Innovation
Potential ?

IP3

What is the RRI Intensity
level based upon the SDG
Impact ?
RIL2
Is this technology
especially risky on nonSDG factors?

No

Why is this technology
thought to be especially
risky ?

Not applicable

figure 3. Exemplary RRI Workflow spreadsheet
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Revised RRI Workflow process
From the experience of applying the RRI Workflow to the 45 trends during the creation of D2.4,
and from the experience of the Trendington event, we found that a considerable number of the
trends were found to have risk and opportunity factors which were outside the scope of the
SDGs. Recognising the value, but also the limitation of SDG impact analysis when it comes to
considering future, potentially emergent risk and opportunity factors we decided to add an
additional stage to the RRI Workflow process, Expert RRI peer Review. This stage formed part of
the Trendington event.

For each trend, review published
literature (where possible) or work
with subject matter experts to
establish Use Case scenario (what
it does or will be used for)

Define Use Case for the FET Trend
based on Impact Measures (explain
how this technology could have an
impact on the SDG Goals, targets
and Indicators)

For each Target and Indicator
attempt to find evidence for
quantification of impact. (Can you
find some evidence from a good
source of the potential measures of
this impact)
Document Goal, target and
Indicator Impact in RRI Evaluation
table

Establish Innovation Potential for
each trend using IP table

Estimate current technology
readiness level (TRL) for each trend
based on publish evidence of stage
of development

Use conversion table to determine
RRI Intensity level using RIL table

Undertake Expert RRI Peer review
of Risk and Opportunity factors
beyond the scope of the SDGs.
For PREFET this was done by a
multidisciplinary Expert panel.
(Should this technology Trend
receive a higher level of RRI
oversight now and why?)

End
figure 4. Revised RRI Workflow process tool
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RRI Intensity Level tool
From the experience of applying the RRI Workflow process to 45 trends, using a detailed, table
based manual process it became very clear that in order to enhance efficiency, reduce errors,
provide better quality reporting and enhance potential for future uptake and adoption of this
methodology, that a type of computer-based tool would be needed. The first step in the design
of this tool was to detail the steps and data types, and user experience ‘customer journey’
required in flow chart format.
This tool is an original development for the PREFET project, and not based upon any previous
tools or techniques. During the development process we created a number of proofs of principle
components to evaluate user interfaces and performance etc. During the development life cycle
of this tool a number of changes to the underlying technical architecture were required as we
identified performance and functionality limitations with our initial design choices. The ‘as built’
architecture of this tool is detailed in Appendix 1 to this document.

RRI Intensity Level Tool design
The flowchart below documents the user journey through the RRI Intensity Level tool from their
point of account creation (figure 5). The user completes a series of linear steps through the tool
whilst generating results that are calculated in the background.

figure 5. RRI Intensity level customer journey
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RRI Intensity level algorithms
The following tables (figure 6) were developed (see D 2.2 for details) to allow the conversion of
user input data to the next step of the process.

figure 6. RRI Intensity level algorithms
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To facilitate coding of the above tables for the tool the following conditional logic for selection
of the appropriate RRI Intensity level was developed (figure 7 and 8):

figure 7. RRI Intensity level conditional statements

figure 8. RRI Intensity level data process
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Information on the research to be evaluated
The first section of the RRI Maturity Tool asks the user to give the research a descriptive and
meaningful name and to define the specific use case for the technology trend to be evaluated.
We have provided a link to a reference information to help users define the specific Use Case for
the technology. The Use Case field is a free text field, allowing the user to record their own
interpretation of the use case.

figure 9. RRI Intensity level project information
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Affected SDGs
The next stage is to select the SDGs that the user believes could be impacted by the technology
(figure 10). This is done by clicking the checkbox next to the SDGs affected by this project. We
provide a link to help users better understand the nature and definition of the SDGs and sub
indicators.

figure 10. RRI Intensity level SDG Impact table

PREFET (Grant Agreement number 824748)

D3.1 – FET trends and SDGs

Evaluating the impact on the SDGs
The next stage is to ask users to consider and justify (cite sources if possible) their claims if the
impact on the SDGs is positive or negative (figure 11). We have seen examples of technology
trends which have a positive impact on some SDGs and negative impact on others. When
considering the relative merits of a technology, and the potential oversight required, it is
essential to consider the benefits and disbenefits side by side to determine if the reward of the
technology is sufficiently attractive to justify the associated risks. A downstream evaluation of
this would be to propose mitigations to the disbenefits (risks) of the technology, in the form of
technical mechanisms, or regulatory mechanisms to limit the downside, whilst maximising the
benefits. This disbenefit mitigation is outside the scope of this tool however.

figure 11. RRI Intensity level SDG Impact evaluation
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Technology Readiness Level (TRL)
The next stage of the process is to define the technology readiness level (TRL) that the technology
is currently at (figure 12). The intention here is to try to establish how mature the technology is
and also how much confidence we have in the performance data of this technology. In theory
the lower the TRL the more difficult it is to determine the real-world impact that a technology
might have in the future. The higher the TRL, the higher the degree of confidence in the benefits
and disbenefits of the technology, and thus the greater our ability to meaningfully engage with
those most likely to be affected by the technology.

figure 12 TRL selection
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RRI Expert peer review
The next stage is to ask users whether they (or their peers) believe that this project / technology
has the potential to pose significant risks or benefits that are not covered by the SDG’s
(Sustainable Development Goals). For PREFET this was done by a multidisciplinary Expert panel
during the Trendington event.
(Should this technology Trend receive a higher level of RRI oversight now and why?)
The conditional logic applied here is that if there is a concern over non-SDG related risks or
benefits, then the system will default to the highest level of RRI Oversight, being RRI Intensity
level 5. We recognise that this is a relatively blunt instrument, and that potentially a more subtle
approach in upgrading RIL may be beneficial, but from the experience of the Trendington where
25 out of the 45 trends were upgraded to the highest levels of oversight it is an appropriate
response to potentially existential risks associated with some FET technologies.

figure 13 Expert RRI peer review
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RRI Intensity level Report
Following completion of the RRI Intensity level tool input activities we now apply the algorithms
and conditional logic to the input data to determine the results.
The report format provides for a summary of the input information for future reference and
review along with the calculation of RRI Intensity level and if appropriate the RRI Expert Peer
review adjusted RRI Intensity level.
The report is produced in a visually appealing format following the steps of the evaluation, to
encourage the sharing of the report as widely as possible (see figures 14 to 17 below).

SDG Impact report
The following table summarises the user inputs regarding SDG impacts.

figure 14. SDG Impact report
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Calculated RRI Intensity level report
The following diagram is generated using the Innovation Potential and Technology readiness level
algorithms as follows:

figure 15. RRI Innovation potential & Intensity level report
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figure 16. Calculated RRI Intensity level report
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Risk adjusted RRI Intensity level report
The following diagram is generated when the Expert RRI peer review risk box is checked, and a
case for the risk-based upgrade in RRI Intensity level is made.

figure 17. Risk adjusted RRI Intensity level report
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RRI Intensity level report version control
Users are next given the opportunity to preview the full RRI Maturity Report with a complete
breakdown of the results, the affected SDGs and ultimately the RRI Intensity Level scores (figure
18). This presents the opportunity to go back and change anything deemed to be incorrect
regarding this report or they can save the report to their profile. Data is stored in compliance
with GDPR (see appendix A).

We also offer the opportunity to have this report emailed. The email is sent to the registered
address however users are able to change it should they prefer to use an alternate email address.

figure 18. Report export
The full report format can be found at Appendix 2 to this document.
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RRI maturity tool
The RRI Intensity level methodology (as proposed in D2.2) provides a level of justification for RRI
activities to be undertaken during a research project, based upon the likely impact on the SDGs,
current technology readiness levels and an expert review of broader impact factors. These
measures are then combined together to indicate an appropriate RRI Intensity Level, which is
then used to determine appropriate RRI Maturity of organisations wishing to undertake such
research. However, the methodology does not propose an approach to evaluating how mature
an organisation actually is from an RRI perspective, or indeed what approach should be applied
to establish sufficient, verifiable and suitably objective evaluations of that maturity.
To address this gap we proposed the evolution, extension and repurposing of an existing RRI SelfAssessment tool, which has been in continuous development since the FP7 Responsible-Industry
project (http://www.responsible-industry.eu/), and has subsequently been extended as a
training tool by the ORBIT project (http://www.orbit-rri.org).
In PREFET we extended the ORBIT tool to allow evaluation of a research organisation's apparent
RRI Maturity, we open the door to that measure becoming an important factor in the evaluation
or monitoring of projects.
RRI is based on the recognition that there is a complex network of responsibilities in research and
technology innovations, but that these responsibilities do not always align, and do not always
lead to desired outcomes. The scientific system can lack the connection with society that would
allow it to understand societal needs and to respond to questions that citizens - as the ultimate
funders of research - would like answers to. Furthermore, research institutions do not always pay
sufficient attention to these questions and may have incentive mechanisms that do not
encourage collaboration. In this context RRI can be understood as “the on-going process of
aligning research and innovation to the values, needs and expectations of society.” (Rome
Declaration)
We have proposed RIL as a scale of the intensity of RRI activities for a particular research project,
but we must then consider the characteristics of the organisation proposing to undertake such a
project, and the experience and capabilities necessary in the design and delivery of RRI in an ICT
research context.
When considering suitable candidates, the work done by Stahl et al on RRI maturity modelling
(Stahl., et al 2017) presents a body of evidence of the observed RRI capabilities of organisations
delivering ICT research and innovation projects. This work proposes a scale of organisational
maturity in the undertaking of RRI activities based on a substantial body of evidence, which can
be applied as a structured approach to evaluating an organisations alignment to RRI practices,
and their suitability to deliver different levels of RRI intensity.

PREFET (Grant Agreement number 824748)

D3.1 – FET trends and SDGs

Maturity modelling has its origins in software engineering, but has evolved into other
applications such as project management, with a notable example being the Portfolio,
Programme & Project Management Maturity Model, known as P3M3 (Young, M., & Conboy, K.
(2013). P3M3 was developed by the UK’s Office of Government Commerce. The purpose of P3M3
is to provide a frame of reference that can be used to baseline an organisation's capabilities in
project, programme and portfolio management. With P3M3 the intention is to use past
performance in project delivery as a predictor of the future outcome of projects, and to then use
this measure as an important factor in evaluating a particular organisation's suitability to deliver
projects of a particular type or level of importance in the future.
Once the RRI Intensity level required for a particular project has been established by a research
actor, be they prospective researcher or funding body, the question then comes as to what type
of research project organisation has the right characteristics to deliver such an initiative. Clearly
this evaluation covers a very wide range of parameters associated with research excellence etc.,
but we propose that these parameters be extended to include due consideration of the RRI
Maturity level of the organisation.
The objectives of RRI are to ensure the acceptability, desirability and sustainability of research
outcomes, and reaffirming the assertion (Stahl., et al 2017) that RRI should be considered a meta
responsibility, we propose the use of RRI maturity level as a justifiable proxy for RRI Intensity
Level.
This approach could go some way to answering the question “from an RRI perspective, what type
of research organisation is best suited to undertake research of different RRI Intensity levels”.
The following table proposes a conversion from RRI maturity to RRI intensity levels (figure 19).

figure 19. RRI maturity diagram (Stahl., et al 2017)
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RRI Maturity tool questionnaire rationale
The Self-Assessment Tool creates a starting point that researchers and organisations can use to
engage with the idea of RRI. It will highlight where they are doing well, as well as any
development areas. It provides a conversation starter for a more detailed discussion of RRI and
its relevance for an organisation.
This tool is a self-perception of how the individual feels that a research organisation is doing in
certain areas and individuals who wish to understand where they stand with regards to RRI. The
challenge is that it is one person's opinion / perception and might not be a true reflection of how
the research organisation is actually performing in those areas. To gain this insight you need a
variety of people at all levels within the research organisation to give you their honest opinions
about how they feel the research organisation is achieving in those areas. To encourage people
to be honest we suggest that the survey is ideally anonymous and managed by a third party. This
style is very similar to something that Human Resources tend to use called a 360-feedback survey,
which is a professional feedback tool designed to help everyone in the business from the Chief
Executive to administration staff develop and hone their professional skills. The feedback from
the 360 surveys help people develop business and interpersonal skills.
The result of the self-assessment that researchers can see their individual radar diagram to show
you where their project and organisations has particular strengths and weaknesses.
The majority of the questions in this tool asks researchers to evaluate their position in terms of
agreeing or disagreeing to statements describing various aspects of RRI. The result therefore
depends on their personal assessment of the situation and not on any objective truth. However,
if they have answered the questions honestly, the answers should allow them to identify relative
strengths and weaknesses. More importantly, answering the questions should have led them to
think about your work using different perspectives.
If, on this basis, researchers think there are aspects of their work where responsible research and
innovation could be implemented to help improve the work or manage risks, then the following
links provide further information on how to realise the various components of RRI. The pages
cover the key components of the two dominant views of RRI, the AREA framework and the EU
keys. Each of these is briefly defined below and more detail is given on the linked pages. Clicking
on each of the main terms will bring you to a separate page that provides more detail on how to
integrate or implement these principles into research
The AREA framework stands for Anticipate, Reflect, Engage and Act:
Anticipate – describing and analysing the impacts, intended or otherwise, (for example
economic, social, environmental) that might arise. This does not seek to predict but rather to
support an exploration of possible impacts and implications that may otherwise remain
uncovered and little discussed.
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Reflect – reflecting on the purposes of, motivations for and potential implications of the research,
and the associated uncertainties, areas of ignorance, assumptions, framings, questions,
dilemmas and social transformations these may bring.
Engage – opening up such visions, impacts and questioning to broader deliberation, dialogue,
engagement and debate in an inclusive way.
Act – using these processes to influence the direction and trajectory of the research and
innovation process itself.

The European Commission’s view of RRI focuses on particular areas, sometimes called “keys”
which require attention in order for research and innovation to be seen as responsible:
Ethics focuses on (1) research integrity: the prevention of unacceptable research and research
practices; and (2) science and society: the ethical acceptability of scientific and technological
developments.
Gender Equality is about promoting gender balanced teams, ensuring gender balance in
decision-making bodies, and considering always the gender dimension in R&I to improve the
quality and social relevance of the results.
Governance arrangements that lead to acceptable and desirable futures have to (1) be robust
and adaptable to the unpredictable development of R&I (de facto governance); (2) be familiar
enough to align with existing practices in R&I; (3) share responsibility and accountability among
all actors; and (4) provide governance instruments to actually foster this shared responsibility.
Open Access addresses issues of accessibility to and ownership of scientific information. Free and
earlier access to scientific work might improve the quality of scientific research and facilitate fast
innovation, constructive collaborations among peers, and productive dialogue with civil society.
Public Engagement fosters R&I processes that are collaborative and multi actor: all societal
actors work together during the whole process in order to align its outcomes to the values, needs
and expectations of society.
Science Education focuses on (1) enhancing the current education process to better equip
citizens with the necessary knowledge and skills so they can participate in R&I debates; and (2)
increasing the number of researchers (promote scientific vocations).

RRI Maturity Tool design
The RRI Maturity tool ‘customer journey’ is defined as follows (figure 20). Each stage of the user
experience is defined and sequenced to ensure a logical progression of thinking about specific
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aspects of the organisation's characteristics. In its previous iterations this tool has been evaluated
by 246 different researchers in the UK, with feedback incorporated, and performance enhanced.

figure 20. RRI maturity tool customer journey
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RRI maturity tool data process
The following diagram details the data and conditional logic of the tool for each of the 8
categories of RRI assessment (figure 21). This process takes the scores across all of the questions
in each category, or excludes specific ones where the user has indicated that they are not relevant
to the specific evaluation.

figure 21 RRI Maturity tool data process

RRI Organisational Maturity Tool as built
Following these revised and optimised data process and user journey flowcharts, the tool was
then modified to create a new version of the RRI Maturity tool. This new version of the tool
includes provision to accept an RRI Intensity Level (calculated or Risk adjusted as appropriate),
from the RRI Intensity level tool, the facilitate the creation of an integrated tool, and also the
Advisory tool.
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RRI maturity tool user interface
The first section of the RRI maturity tool asks users to comply with the data processing
requirements by clicking on the I Agree checkbox. Users that are not prepared to accept these
terms and conditions are not permitted to use the tool beyond this stage. This stage is in
compliance with the GDPR and constitutes Participant Information and Informed Consent Form
(figure 22). The following information is provided to the users:
●

Thank you for using the maturity tool. On the coming pages you will be asked to share
information about yourself, your organisation and your project. This information will be
used to determine the level to which you are aligned with principles and practices of
responsible research and innovation. You can log into your account and change your
responses at any time. You can delete your responses and you can fill in more than one
survey, for example to compare different projects.
In addition to providing you feedback on your level of RRI, the information may be used,
if you decide to approach us with regards to specific help and support.
We will treat all information gained via the self-assessment tool as confidential. We will
use the information collected from the self-assessment tool to undertake research on
current RRI practice. This may lead to publications based on the survey data. In no case
will personal data or data that could be linked to particular projects of organisations be
shared or published.
● Please indicate you agree with the above statement*
○ I Agree

figure 22. User acceptance form
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More Information about your Project
The following section then asks for a more detailed summary of your Project and organisation.
These are not mandatory but do help us to further our research as to how better to improve this
tool in future versions.
Please see Appendix C of this document for the detailed project information form

RRI maturity tool Question Segments
The RRI Maturity tool presents users with a comprehensive set of questions across 8 categories
relevant to the RRI characteristics of an organisation in an attempt to establish RRI Maturity.
Across the following categories, for each individual question users are asked to indicate one the
following responses.

○

Strongly Disagree

○

Disagree

○

Neither Agree or Disagree

○

Agree

○

Strongly Agree

○

Not Relevant

Anticipation See Appendix D for questions
Describing and analysing the impacts, intended or otherwise, (e.g. economic, social,
environmental) that might arise. This does not seek to predict but rather to support an
exploration of possible impacts and implications that may otherwise remain uncovered and little
discussed.
Reflection See Appendix E for questions
Reflecting on the purposes of, motivations for and potential implications of the research, and the
associated uncertainties, areas of ignorance, assumptions, framings, questions, dilemmas and
social transformations these may bring.
Engagement See Appendix F for questions
Opening such visions, impacts and questioning to broader deliberation, dialogue, engagement
and debate in an inclusive way.
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Governance See Appendix G for questions
Governance is about all the arrangements, within an organization or a research institution, that
lead to acceptable and desirable futures. In fact, governance instruments should foster a culture
of shared responsibility and accountability among all actors.
Gender See Appendix H for questions
Gender is about promoting gender balanced within the teams and in governance and decisionmaking bodies. This aspect of RRI implies always being aware of the gender dimension of
Research and Innovation activities and its results.
Open Science See Appendix I for questions
Freely available scientific work can facilitate innovation and ensure a dialogue with social actors.
As such, it is essential to address issues of ownership and accessibility of research and scientific
work.
Science Education See Appendix J for questions
Science Education addresses the issue of educating and instructing all citizens to better equip
them with scientific knowledge necessary to be engaged in research and innovation debates.
Ethics See Appendix K for questions
This includes research integrity (which refers to the conduct of researchers), data management
and making sure that the research process itself is carried in an appropriate way (e.g. consider
the treatment of humans as a source of data or the legal compliance of the research).

PREFET (Grant Agreement number 824748)

D3.1 – FET trends and SDGs

RRI maturity tool results
Following completion of the questionnaire section the user is provided with a summary of their
answers against each category and question. An example of one category report can be seen
below:
Reflection
Reflecting on the purposes of, motivations for and potential implications of the research, and
the associated uncertainties, areas of ignorance, assumptions, framings, questions, dilemmas
and social transformations these may bring.
We are aware of the potential of our work to raise ethical, social or political controversy.
●

Strongly Disagree

We have mechanisms in the project that allow us to think about possible alternate uses and
abuses of our work.
●

Strongly Disagree

The research integrates interdisciplinary or transdisciplinary work
●

Strongly Disagree

The ethics advisory board reviews are sufficiently regular and independent
●

Strongly Disagree

Our project includes mechanisms for reflection, e.g. internal workshops, socio technical
integration, back casting / hindsight analysis
●

Strongly Disagree

Your calculated score for the Reflection section is 1
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RRI maturity visualisation
The tool then creates a visualisation of the scores across each of 8 categories. This takes into
account that organisations are unlikely to be consistent in their level of RRI Maturity across all 8
categories.
The diagram also shows the RRI Intensity level (from the RRI Intensity level tool if the user has
chosen to complete that). The RIL is displayed in blue below, and represents the target level of
RRI maturity across each category that an organisation should have achieved for it to be
considered suitable to undertake a particular technology research activity.
Where there is a shortfall between the RIL score for a category and the organisational RRI
maturity of that category it can be clearly seen where corrective, or additional RRI activities are
needed to supplement the organisation’s capabilities in that specific area.
This specific visualisation technique was chosen to facilitate the next tool in the portfolio, the RRI
Advisory tool, which is detailed in the next section of this report.

figure 23. RRI maturity RADAR visualisation
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RRI Advisory tool design
Following completion of the RRI Intensity level and RRI Maturity tools the RADAR graph visualisation
shows where there are shortfalls between the measured RRI maturity in that category, and the desirable
level of RRI Intensity that a specific technology project would require the organisation to demonstrate.
In the situation where a shortfall exists, the question is how to fill that gap? We have previously discussed
the challenge in providing empirical evidence for the efficacy of any particular approach to RRI, due to the
diverse nature of the technologies under consideration, and the very long timescales for those
technologies to create good, or indeed bad outcomes in the world.
On this basis we have chosen to provide a set of examples of ‘good practice’ across each of the 8
categories. This list is intended to provide information to users over how they may be able to enhance
their organisations scores, in order to meet the specific needs of a new project for example, without
necessarily having to enhance that particular aspect across the whole organisation.
The Advisory tool list of good practice projects is regularly updated, with proposals for projects to be
included coming from members of the centre for Computing & Social Responsibility at De Montfort
University.

figure 24. RRI Advisory tool design
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Advisory tool logic
The following simple logic applies to the use of the advisory tool (figure 25). If there is a displayed
shortfall between the calculated or risk adjusted RRI Intensity level and the RRI maturity in that
category, then the user is to consult the good practice guide for that category

figure 25 Advisory tool logic

Advisory tool good practice guide
Where a shortfall is seen in a particular category the advisory tool provides an RRI expert curated
list of ‘good’ practice examples (see figure 26). These are intended to inspire the user to enhance
their organisations maturity in that specific category. These are provided on a ‘reasonable
endeavours’ basis, and are by no means guaranteed to save the world from rogue autonomous
weapons systems and the like.

figure 26. Good practice 1
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Advisory tool user interface

figure 27. Good practice 2
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Results of tool evaluation
The following table details the interim evaluation of each tool created within this project across
five key factors (figure 28). This evaluation will continue until the IdeAcademy phase of the
project (rescheduled for October 2020 due to CORONAVIRUS). Opinions so far were sought from
10 researchers from the Centre for Computing & Social Responsibility, at De Montfort University,
with particular experience of applying RRI to technology research. From this evaluation it is clear
that both the RRI Workflow and Integrated Tool are the most viable exploitation candidates, and
also have the most potential to be applied to follow on research (figure 28). Exploitation
opportunities will be evaluated in the later stages of this project, and further evaluation during
the RRI teaching phase of the ideAcademy to broaden the range of disciplines called upon to
evaluate the tools.
RRI
Workflow

Could it make more
efficient use of project
resources

Could it increase
consistency/quality of
project processes

Could it enhanced value
of deliverables

Could it have the
potential to be an
exploitation candidate

Could it enable follow on
research

Yes

RRI Intensity
level tool

RRI Maturity
tool

RRI Advisory
tool

Integrated
tool

No
Intermediate
process step,
limited value

No
Intermediate
process step,
limited value

Yes

Yes

No
Intermediate
process step,
limited value

No
Intermediate
process step,
limited value

No
Intermediate
process step,
limited value

Yes

No
Intermediate
process step,
limited value

No
Intermediate
process step,
limited value

Yes

Proven
effective

No
Intermediate
process step,
limited value

Yes

No

No

Yes

Yes

Proven
effective

Intermediate
process step,
limited value

Intermediate
process step,
limited value

No

No

No

Yes

Yes

Proven
effective
Yes
Proven
effective
Yes

Limited
value.

figure 28. Results of interim tool evaluation
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Conclusions
As we look to the future therefore it is important that research policy continues to recognise that
sustained support for SDGs enabling technologies is required over many decades, and that policy
initiatives should focus as much upon improving existing technologies as developing new ones.
When considering the relative merits of a technology, and the potential oversight required, it is
essential to consider the benefits and disbenefits side by side to determine if the reward of the
technology is sufficiently attractive to justify the associated risks. A downstream evaluation of
this would be to propose mitigations to the disbenefits (risks) of the technology, in the form of
technical mechanisms, or regulatory mechanisms to limit the downside, whilst maximising the
benefits. This disbenefit mitigation is outside the scope of this project, but we believe is a worthy
topic of further study.
The inclusion of an additional stage in the RIL process (Expert RRI Peer review) to help determine
if a technology has the potential to pose significant risks or benefits that are not covered by the
SDG’s (Sustainable Development Goals) is an important addition. For PREFET this was achieved
by a multidisciplinary Expert panel during the Trendington event.
We have applied conditional logic here in as such if there is a concern over non-SDG related risks
or benefits, then the system will default to the highest level of RRI Oversight, being RRI Intensity
level 5. We recognise that this is a relatively blunt instrument, and that potentially a more subtle
approach in upgrading RIL may be beneficial, but from the experience of the Trendington where
25 out of the 45 trends were upgraded to the highest levels of oversight it is an appropriate
response to potentially existential risks associated with some FET technologies.
We have proposed that RRI Intensity level, as evaluated by the PREFET RRI Integrated tool be
considered by the European Commission as an additional tool for research project evaluation,
monitoring or revision. The exact model for the implementation of this is beyond the scope of
the PREFET project, and we thus propose this as the topic for a follow-on research project under
the H2020 SWAFS, or within Horizon Europe.
We are grateful to the European Commission for funding this activity, as we now have a much
broader base of evidence for the strengths and weaknesses of the methodology, and with this
are now able to offer a stronger case to the FET community for the use of the now multi stage
SDG mapping approach to scale RRI activities across the research lifecycle.
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Appendix A - Technical architecture
To enhance usability and broad adoption it was decided to build the system on a web platform
composed of the following elements.
●
●
●
●
●
●

PHP
MySQL
Javascript
256-Bit Encryption
LiteSpeed Web Server (for faster resource loading / caching)
Wordpress (for ease of page creation and existing open-source code)

The foundation of the web server allows the tool to react quickly to user input whilst cross
referencing the inputted data and saving it to the user profile.
Server
The web server we decided to use was provided by Krystal, a UK-based hosting company with
data centres in Netwise House, London, SE16 and a backup server at Harbour Exchange, E14.
The primary data centre at Netwise House combines world-class hosted services with blue-ribbon
supplementary amenities, delivering a unified hosting solution. They deliver a multitude of
unrivalled connectivity options, from basic internet breakout right through to fully-customised
ultra-resilient network services.
When choosing a data centre, a sustainable future was taken into account which Netwise House
offered. Their data centres are powered by 100% renewable energy and are some of the greenest
facilities in Europe.
Hardware
N+N meshed Cisco 40/100GigE network
Fully IPv4 and IPv6 enabled
Connectivity
Wavelength, Office to DC, Leased Line, Point to Point, MIA, ISDN, PSTN and MPLS connectivity
services
Access to LINX, LONAP and Equinix IXPs, plus cloud connection services to AWS, Azure, Google
Cloud and more
Antenna services available
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Security and User Data
The web server used for this project uses 256-bit encryption, a data/file encryption technique
that uses a 256-bit key to encrypt and decrypt data or files.It is one of the most secure encryption
methods after 128- and 192-bit encryption, and is used in most modern encryption algorithms,
protocols and technologies including AES and SSL.
The data server we use operates under PCI DSS requirements and as such all data transmitted by
any form, survey or tool does so under encryption by a 256 character key. This refers to the
length of the encryption key used to encrypt a data stream or file. A hacker or cracker will require
2256 different combinations to break a 256-bit encrypted message, which is virtually impossible
to be broken by even the fastest computers.
Typically, 256-bit encryption is used for data in transit, or data traveling over a network or
Internet connection. However, it is also implemented for sensitive and important data such as
financial, military or government-owned data. The U.S. government requires that all sensitive
and important data be encrypted using 192- or 256-bit encryption methods.
User’s information and/or data is encrypted by our server at point of entry and all information
stored on the database is done so under a 256-bit encryption.
GDPR
All data stored on the tool’s web server is done so under strict GDPR guidelines. Whilst we retain
information regarding Organisational Maturity and RRI Intensity Levels, these are done under the
agreement of the end user and with a strict privacy policy in place. More information about this
can be accessed at the following links.
https://www.orbit-rri.org/help-information/privacy-policy/
https://www.orbit-rri.org/help-information/data-breach-policy/
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Appendix B - RRI INTENSITY LEVEL REPORT

PREFET (Grant Agreement number 824748)

D3.1 – FET trends and SDGs

Appendix C Project information form
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Appendix D Anticipation questions
●

●

●

●

●

●

We have mechanisms in place to consider the likely consequences of our research*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We have considered the consequences of the technology on different cultures.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We have considered the impacts of the technology on established human activities
and employment.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We have considered the extent to which the technology will monitor or control
people’s behaviour, attitude, emotions, thoughts, moods, and actions.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
Likely and possible outcomes will change the course of our research processes and
methodologies.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We explicitly consider unintended (but foreseeable) consequences of our research.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
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●

●

●

●

●

●

●

○ Strongly Agree
○ Not Relevant
We explicitly consider possible negative consequences of our research.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
A comprehensive ethics approval exists for our work.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
The research has been assessed sufficiently from a health and safety perspective.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We are required to undertake a risk assessment for the research*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We have a sufficient data management plan in place.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We are able to choose the most appropriate methodology for our research.*
○ Strongly Disagree
○ Disagree
○ Neither Agree or Disagree
○ Agree
○ Strongly Agree
○ Not Relevant
We have a comprehensive understanding of the environmental impact of our work.*
○ Strongly Disagree
○ Disagree
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○
○
○
○

Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant
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Appendix E - Reflection questions
We are aware of the potential of our work to raise ethical, social or political controversy.*

○
○
○
○
○
○
●

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We have mechanisms in the project that allow us to think about possible alternate uses and
abuses of our work.*
○
○
○
○
○
○

●

Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

The ethics advisory board reviews are sufficiently regular and independent.*
○
○
○
○
○
○

●

Disagree

The research integrates interdisciplinary or transdisciplinary work.*
○
○
○
○
○
○

●

Strongly Disagree

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

Our project includes mechanisms for reflection, e.g. internal workshops, socio technical
integration, backcasting / hindsight analysis*
○
○
○
○
○
○

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant
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Appendix F - Engagement
●

We have a clear idea of who will benefit from our work.*
○
○
○
○
○
○

●

Strongly Agree
Not Relevant

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We use participative research methods.*
○
○
○
○
○
○

●

Agree

We include(d) sufficient stakeholders when developing research ideas.*
○
○
○
○
○
○

●

Neither Agree or Disagree

We use an adequate methodology to identify our stakeholders.*
○
○
○
○
○
○

●

Disagree

We have a clear idea of who will be negatively affected by our work.*
○
○
○
○
○
○

●

Strongly Disagree

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

Sufficient public engagement forms part of our work.*
○
○
○
○

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
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○
○

Strongly Agree
Not Relevant
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Appendix G - Governance
●

Our project is able to quickly consider external developments.*
○
○
○
○
○
○

●

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We are able to track and document emerging perspectives, views and norms that influence our
work.*
○
○
○
○
○
○

●

Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We have mechanisms to respond to external concerns.*
○
○
○
○
○
○

●

Strongly Disagree

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

Our institutional oversight mechanisms (e.g. ethics committee) are capable of understanding
and dealing with the challenges of our work.*
○
○
○
○
○
○

●

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We provide incentives for researchers to critically reflect on the work.*
○
○
○
○
○
○

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant
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Appendix H - Gender
●

We have a plan to ensure or promote gender equality in the project.*
○
○
○
○
○
○

●

Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We explicitly include gender equality in our research.*
○
○
○
○
○
○

●

Strongly Disagree

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We have a sufficient Equality, Diversity and Inclusion Policy in place.*
○
○
○
○
○
○

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant
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Appendix I - Open science
●

We will make the outputs of the work freely available.*
○
○
○
○
○
○

●

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We will make the data that we generate freely available subject to our Data Management Plan
where appropriate.*
○
○
○
○
○
○

●

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We have systems and processes in place to allow us to share data and outputs*
○
○
○
○
○
○

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant
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Appendix J - Science education
●

Our work can contribute to science education.*
○
○
○
○
○
○

●

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant

We have included mechanisms that allow the use of our work for science education.*
○
○
○
○
○
○

Strongly Disagree
Disagree
Neither Agree or Disagree
Agree
Strongly Agree
Not Relevant
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Appendix K - Research Ethics
●

●

●

We know how to address ethical issues related to human beings as research participants*
○

Strongly Disagree

○

Disagree

○

Neither Agree or Disagree

○

Agree

○

Strongly Agree

○

Not Relevant

We know how to address ethical issues related to personal data*
○

Strongly Disagree

○

Disagree

○

Neither Agree or Disagree

○

Agree

○

Strongly Agree

○

Not Relevant

We know how to address ethical issues related to dual use (military applications)*
○

Strongly Disagree

○

Disagree

○

Neither Agree or Disagree

○

Agree

○

Strongly Agree

○

Not Relevant
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